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The May 2011 issue of Rare Bits contained an article by Dick Maybach titled “Cloud Computing” in which he pointed out the necessity of securing your data via encryption when it “...is stored on the same disks, uses the same memory, and passes through the same processors as everybody else’s.” And I recall Dave Bilcik voicing a similar warning at the May meeting and also mentioning the program TrueCrypt. It just so happens that I am currently using TrueCrypt and I believe it to be very satisfactory solution whether you need relatively modest security or very tight and sophisticated protection.

TrueCrypt is a software system for establishing and maintaining an on-the-fly-encrypted volume (data storage device). “On-the-fly” encryption means that data is automatically encrypted or decrypted right before it is loaded or saved, without any user intervention. The entire file system is encrypted; e.g., filenames, folder-names, contents of every file, free space, meta-data, etc. No data stored on an encrypted volume can be read (decrypted) without using the correct password and/or key file(s), or correct encryption keys. 

I’m not sure how unique TrueCrypt’s approach is but I was nevertheless intrigued by it. The first step is to create a “container;” otherwise known as a TrueCrypt “encrypted volume.” To my mind, this is somewhat like obtaining a safety-deposit box at a bank.
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TrueCrypt provides a “wizard” to assist with the task. As at a bank where safety-deposit boxes of various sizes can be rented, the encrypted volume can be created to have as much capacity as you need. For example, it can be a specific portion of a hard-disk, or an entire flash drive or other storage device. Unlike a safety-deposit box, however, you hold the only key... so you need to remember and protect it. And, into the container (the volume) you can store any number of files. If the capacity of the volume is exceeded, you simply create

a bigger container.

One of the interesting facets of a TrueCrypt volume is that it has most of the characteristics of an ordinary file. That is, the volume can be moved or copied within the storage areas of a given PC, or to a different PC. The name of the volume can be changed; and the volume can be included in routine backups.  It can be transmitted across the Internet; and even into the wild-blue yonder, if you’re so inclined. And, even if you have no intention of salting “the cloud” with your personal data, what about that [image: image2.png]


minuscule 8- or 32GB flash-drive you carry around in your pocket. The smaller they get, the easier they are to lose. Wouldn’t it be reassuring to have made it an encrypted volume so that whoever finds it won’t have an easy time of it when they try to discover the contents of your personal data?
The downside of the file-like characteristics is that, like any file, an encrypted volume can also be deleted and all its content lost (...thank goodness for the Recycle Bin). That would be very bad if done unwittingly. But that’s why we do back-ups! Yes? Once a TrueCrypt volume is mounted, the data files it contains can be copied to and from the volume just like they are copied to or from any normal disk; for example, by simple drag-and-drop operations.

Files are automatically decrypted on-the-fly in RAM (Random Access Memory) while they are being read or copied from an encrypted TrueCrypt volume. Similarly, files that are being written or copied to a TrueCrypt volume are automatically encrypted on-the-fly in RAM right before they are written to the volume. Note, however, this does not mean the whole file that is to be encrypted/decrypted must reside in RAM before it can be encrypted/decrypted. That is, there are no extra RAM requirements for TrueCrypt. The following paragraph explains how this is accomplished.

Let’s suppose that there is an .avi video file stored on a TrueCrypt volume; that is, the entire video file is encrypted. The user provides the correct password and/or key file and mounts (opens) the TrueCrypt volume. When the user double-clicks the icon of the video file, the operating system launches the application associated with the file type — typically a media player. The media player then begins loading a small initial portion of the video file from the TrueCrypt-encrypted volume to RAM in order to play it. While the portion is being loaded, TrueCrypt is automatically decrypting it in RAM. The decrypted portion of the video in RAM is then played by the media player. While this portion is being played, the media player begins loading next small portion of the video file from the TrueCrypt-encrypted volume to RAM and the process repeats. This process is called “on-the-fly” encryption/decryption and it works for all file types, not just for video files. The process also ensures minimal impact on processing performance.

Note that TrueCrypt never saves any decrypted data to a disk – it only stores it temporarily in RAM. Even when the volume is mounted, data stored in the volume remains encrypted. When you restart Windows or turn off your computer, the volume will be automatically dismounted and files stored in it will be inaccessible and encrypted. Even when power is suddenly interrupted (i.e., without a proper system shut-down), files stored in the volume are inaccessible and encrypted. To make them accessible again, you have to mount the volume by providing the correct password and/or key file.

Of course, as with any unintended power interruption or shut-down, unsaved changes to files are lost because re-encryption of changes occurs only when files are saved to the volume in a normal fashion.

I’ve only touched on a few of the main facets of TrueCrypt. In addition, TrueCrypt offers a choice of encryption algorithms from which you can select one that will give the degree of security you feel you need. This and other aspects of TrueCrypt are fully documented in an excellent User Guide. The latest version of the free software, Release 7.0a, can be downloaded from the product’s home Website at http://www.truecrypt.org,

 as well as from CNET’s http://www.download.com, and other sites on the Web.

The User Guide PDF and a more detailed description of TrueCrypt can be found at the product’s home web-site.

TrueCrypt is one free program that is, in my opinion, an exception to my general perception of the breed. Of course, the developers gratefully accept donations. In this case, I think they are well deserved.

